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\/l{ﬂAD (IT), AGP, Islamabad
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SUBJECT: APPOINTMENT OF CHIEF INFORMATION SECURITY OFEICERS (CISO)__TO
STRENGTHEN NATIONAL CYBERSECURITY

rapid digital transformation aerqf:%;::s}:-'afl sectors. While this
nities for growth; innovation, én'd"eperatienal efficiency, it
irity chellenges Our-national infrastructure, institutional
operations, and public services are ncreasmgly dependent on d!QItB! assets and identities —
all of which demand robust and r n1|ent pretectjnn ntechanlsms Effective cybersecurity, as
recognized by global standards, hinfzés'on the tnad of People Process, and Technology (PPT).
The "People” component, represeq ng hurnan reseurces. is paramount Even with substantial
investments in advanced tethr‘fol gy, éer.unty measu:es remain ineffective without well-
trained and capable human reseun: S te jmprement manege $nd respond to cyber threats.

The Natl"nal Cybersecuntg Pohcy 2021 and CERT Rules-2023 set
forth requirements for clevelepmq KIStlﬂg ‘human resdurces threugh capacity building, hiring
qualified cybersecurity prefesmen_ IS, encl designating a; Chief Information Security Officer
(CISO) or equivalent based on. an nrganazatlen S partlcular context and criticality. Qualified
human resources _‘u"'_-i‘lﬁ play critifal roles in implementing and maintaining a robust
cybersecurity posture, sheuldefing 'esﬁci'nsibilitieeinciuding but not !imited'te'the following:-
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Leadrng the |mpler‘}entatlen of t)rbersecunty framewerks and managing

Pakistan is undergoing 3
evolution presents valuable opportu
also introduces significant cyberse
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digital risks. “
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organizations, in public and privs
tailored to their specific contextuar
(CISO) in line with the Cyber Se
resources, and expertise. This is.a
infrastructure but also for CCI'I"Itﬁb!.
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Ccnnmierlng these cr:tlcal Insfghts it is highly recommended that

a eecter across various industries, to take essential steps
1d a'lso fnrrnaﬂy appemt a Chief Information Security Office-
"tmty Pehr.y 2021 who possesses the necessary authority,
wtal rnwe not only for protecting an organization's digital
t1ng o the overarching vision of a Cyber Secure Pakistan.
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g a cyber-secure Pakistan is a shared national responsibility

demanding unified effort, Emoper

tion, unwavering commitment, and active participation from

all stakeholders. Sugges’ced 1Ds and _qualification for CISQs are attached _as énnexure-ﬂ fer

reference and to tallor to meet g

3,
command departments/ organizgt

cific organizational requirements.

All dgpartments are requested to disseminate these with all under

ions.
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Reporting To: o,
Chief Executive Officgr (CEQ) / Secretary / Head of Grg,anu:au::m / Board /
Executive Committee (as applicable) T4 I

4

2.

Qualifications:

National Cybgr Emergency Response Team

Position Title: the

Education:

a.

Experience; .~

a,

16 years of education
institution or an in;&f
Information ‘Eecurit& ¢
on Information and Ce
At least one top p_n_-pfes
CCISO, CEH, PHD 6t

Government of Pakistan

tion Securi icer

;’“\r--hv Zjﬁ.
?’i""‘} s -
Frhm I—hghcr Edﬁ- C 6n Commission (HEC) recognized
;3tmmllu rrcputd.blc unwcﬁury with major in Cybersecurity,
nmput%r Scicnce ot an engineering discipline with emphasis

thm unication Technologies.
:mnalmruﬁcatmn as mandatory requirement including CISSP,

t:quw.a.iﬂnt in IS.

Sector specific certlﬁ Fions such as CCSP, SANS SEC-540, ICS/SCADA 410, PCI-

DSS and/or cestificatig
ﬂ:quimmg:j_t_._

ns on relevant IS0 standards etc. may be added as a preferable

At least 7 years of relgvant post-qualification experience with Masters in information

security or relevant fi
At least 10
Cybersecurity, Inforn}

vears

, with 3-5 years in a senior security 1eﬁdeﬁ%ﬁp role,
f relevant post-gualification txpEnencf: with bachelor in
aron ﬂecunty,xfomputer Scwnce or relevant engineering

discipline with emphagis on Inﬂ:-rmatlc:-n an;’ Commumcauon Technologies, with 33
years in a senior securfty lcadtrﬁhp rofe, o

Proven uwack reco rd

programs. W ‘-,_

pfxﬂestgmng, 1mplﬁmenung and managing cybersecurity

R N
4 --.1

Proven cxpeneﬁ&t in manﬁgmg K lea*,r one of the following programs: Governance,

Risk, and (ﬂmphaﬂtc (GRL_}, SEr:urln Operations Center (SOC)

Digital Forensies.

» Security Testing, ot

W <c""ll

. Naflonal £

yber Emergency Response Team (NCERT)
Government of Pakistan
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¢.  Experience with regulagory compliance {e.g. GDPR, NIST, ISO 27001, PCI-DSS,
DORA and relevant locgl cybersecurity frameworks as per organizational needs).

4. Sleills:
a.  In-depth knowledge pf information semnt;.r gov&rnan::{:,;tﬂsk management,

] ._.-,_;

compliance, incident response, and emergnﬁ_cybct threats,

b.  Must have sound knowlpdge of tcchpmi@g} s:::lur.:ons in Inf‘orrnauon Security, such as
XDR, SIEM, SOAR, Threat m;;mgem, NGFW WAF, EDR, Pen Testing, Sousce

e \.x "
T

Code Testing etc. ,;ff_*-v"'

T 1 7

ot

c. Strong undersmndmg f}F ﬁlnudm:gécunqr Jlandscape, threats, and best practices to

_. ,:. B H
secure cloud Infrabt.ﬁ.lctt. e, and scn,m:eg

..... ¥
d. In-depth knowlf:dgc 'Of genﬂlanve Al security landscape, including associated

threats, risks, and m1t1ga on strategies.
e.  Excellent logical, mr&rp(lrsnnat communication (both oral and written) and analytical

. = \-\. \.
skills,

.;\.

£ Stmn;b lcadcrshjp and pommunication skills, with the ability to mllabnrate 2Cr0Es

deartments and commjunicate effectively with executive 1e.;dcrsh1p

.-

g Familiarity with national pnd sectoral cybersecurity policies and 1t}_1t¢rnatmnal standards.

D

ob Description {Mav be tdi

The Chief Information Secufity Dfﬁcc:; j‘?}ISD} 13 respa;lmble i'or establishing and leading

the organization’s information security %T_ral;agy, Lll'-lblmﬂg thﬂ&uﬂﬂdcntmhty integrity, and availabilit
of digital assets. The CISO will work, ‘:fuselv w:t,h Ieaderah?p to align cybersecurity initiatives with

business goals and regulatory rcqjg.i.:rjé'm Eigtﬁ-,-,__.r.\- : ﬂi.;:-':,:;-;._.:-.

ffjauonal CyHer Emergency Response Team (NCERT)
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Key Responsibilities:

4. ersecuri Vernance:

(1) Develop and enfdrce an enterprise-wide information sucudt}aﬁtr"ﬂf&g}-‘, policies,
5
and procedure. 3 .z,»- .3*"'¢
(2) Ensure alignment} wi

other relevant nat

b. Risk Management:

(1) Conduct rcg.l]:_a.__r q

g "n,f'v,-
analyses. "'ﬁ.;:.;,"'

(2)  Identify, evfllu:zte and ﬂuﬂgate cyber risks across the organization.

..... g,
5

§ o

£; Compliance & Audi_t:_;- o

(1)  Ensure cumpham e with local and interpational cybersecurity
regulﬂtlﬂr’f’s and sthndards.

(2) .cad internal andlexternal audits of security practices and controls.

d. CULit » Architecture ratip _
(1)  Oversee deployment and management of security tools, __I,E_'__Gl:‘l:g'ﬂ}[ﬂgiﬁs,
e
and frameworks. PN
(2)  Implement contrpls to safegugrdffﬂatﬁrgtks, 'S}-'Sté'ngé., ‘applications, and

data.

i Incident Respons :
(1) Develep and ﬁamutam the 1nc1dtnt respﬁnsc plan (TRP).

(2) Lead the reqpnns=*ta c:,rbcrsbcu:nt} incidents, including containment,

recovery, rnvgsﬂgatiﬂn,‘“énd reporting.
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£ Awareness & Training]

(1)  Promote cybersecurity awarcness across all levels of the organization.

(2)  Develop training programs to improve security posture and redace human

e t
Crror, : 7_,-:;.\_3"5“.5&\ L™
% : '._;"f{:"!_..?

g Coliaboration & Repor
(1)  Serve as the prim‘

(2)  Report reguiarl‘_l,f
ongoing 1mnaﬁife «, e

-u.
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